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tEts MM S E BRI XIRER AR, Boimip LEROMERT, JLFHETSZ2HEE
BIARYTR, TEEPALES MR G oA MR XU,

BN MR H RANEMIZITRE

* RPVFEHUXTORE S SIS DI ER, S—THAtUERERE—2£
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&
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AMRRZZICRENERZFTREFNEMNER. BEERREAATHRZ ZEFERIKXR, &
FEXGEEA MBI o ERERAPHRZICEHEN DMt 5 E, SFEHEXRIIRY
RGME, RPIHE. U2 BNKBEXRS, 2ETXEMNE, KhEF AR bi it
TERPERXERPSHEXE,

H—Ma A EB2@I DTt iEXIRZFZICR, KIS X ZROMBITIE, ELCEN
MNAFPNEHER. HFEE—HEXRENXRERGPREFEERENRZITIE, WEE
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FHES., SRAPARR—XRSZN, REFERETHPNSZ I, MBRARSZHHEFE
EXNF TR RIRHTER, BUEASHSWMARZMAIUKBE—THF . X
NEZNATRSMARF, BETRIFIORERR.
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BA VRS HtFRINEE —EREAF R TR EF O NEZRARIFE), HRERRY
IE 835 Zcash, [ZmALAES.
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B AKZIERRERBE CNMBRITER, F2 Z1, CA(Z0, m), A, {BILIEREECA (20, m) HY
NE. PEIAGRIE Z1 Tixfa, & CA(Z0, m) RiEgmitit A , #IRAERE CHNLRRER
HE, FTRULLRIEE,

MRZMAE, BERBEREZENRKE ZBEERESR, MBI EARREE, (£
WHETENRBELREENIRKE ZBREETH, B TBENERE. FREREY
STHREARTESE, BEERKINAGEEXRANERERAAEN.

HFEMPPERNFIGEET ERBER (WDASHMIZH) , BEREIRREN, tIHh
R 5 PRI AREHEG R ANEIRRIRER, EMIENRITA RAHENE = EM
MXEEEL, RIFBEMEREFELE=ATRES, FIENERERIGEIDAME: BEFHOT
RAGEMAGIFEZROMARTCEDNG] ., XFMYLEIAEEMAIEIE. EMAERNENRASTSE
ZHMBTRRE,

AIREERARNER, BRHRIHIIINEFZNFARBKN BRI XRERMRTR, B Zcash
SHEANRIERRAIR A .
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Zcash 2—MNZRLm, FRAMBRANERFREIEEMEIFGM (AELtFH) EEAY
fafh, RVEH—TH%8N Zerocoin MR EM®E, FEEEHBAF LT Zerocash ZZ;,
BEE2016FBEARHN Zcash 1L

Zcash RS ELHNXIRGE E &, ERFPTLMERRIZMNINERBXRE LR Z0E
FE. BEREMRGEN. AEREHBERBHRVSKNATEEERZNAT. HF#EE
STERIEFIN, MBI BTEREEREMARKRESREH, MATEITEN,

Zcash@E T LM EMZBEMF L 20HY, HEA T —F0Uzk-SNARKsHIZ Z11RIERH
ARSI T AFPER2INE, zk-SNARKsZE T4 FIEICTIMAIMNBRFEr, FXRER
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2N AR,
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XEERE T GPUXCPURILEE, #aiEimfEE T TIESERRE N EFHRIXEGE,

SIMENMEFELHE, ©XBANEEERE (Ring Confidential Transactions) &iE,
BRERBERENRPESHI—TRPEEHT RS, AEXNERHITER, FENIATE
XOEEFM T LAANNEENERZE, MNMAZIRIFAFEZSMHIIMER. MonerolEM
Z5RAPEFESEMSETRHATRA, IEITSS5EM, AEFOMOERIEIFE LAIEL
RSB E. RHAFPMEEREFaBRM T HERRIPER.
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WIGE XL, APEERTRZRRAN, F2RBEMRPNAH, WREMBAFZEHERY,
NE—ERE LSEAT AP RRALTEE) -,
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DashZ 55— LARIFERAA N BRIRITHIEF 52, EXRANFMUEMARNEARZR
A —ERXBES DU PHRHITZIRE, LUER, ZFTHREF, EMIEATFEEMAK
AZFi, FIMUEMARESRBFEMARATEERSNERE, BZ, MENAREXRS
SEMNARTELHITET. WRRNAHEDRIEE LA —EBRNENATIHIR, N7 ES
BARD, XRpBEFENLEREAABEMREFOAITEN, BT KRR ZHIFE
ER, BE&EM, FOUEMARNASEHSHS REBIIBINFE =TI R LLEZH A
EEMENAE, TNEMBEREHEEFTMITHNLE, RAGERFENERARNETAES
BN EAN, ARBEBE=ARITEMIRLATFTRIIMIIRSSFTH,
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BIENE, DashEFAZISERESY, FHE=AREMRMHEE XFITHIRTE=
HEREE, REEIEAATUNIXE, TFH, DashBTHRIMRIFRUMENE, FAOTE
SN RMR, A7 AEWENGEE, HE¥DashmiTEME ZFBeEABINMERX
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NESTHRARRRE, BIRASFNEBLEARERLILE, ANFERERSMA
AL (NIZK) REBRIRI—MEGE, B3N EHHIBER ERIGHT AN,
HERDHRE SO ERR, PINKRELHNNE, B5IANRMRIPIAEEES 8
B IE T MRS LIS . EAIRLA,

EEFONEARLE, MRIHNEESHUORKIEN T ERBERFNATR, MABRNGE
FRFEERENHFEMNE. AMERERINKIRERAFRIPEAIIAXIFERSH, Mk
RZURARZNEROMNA. BAEA—TZENERRIFIGIZESIGEESL, &
W REINKIRGER B RFMHERIENTIE, Ett—EEELEISEFRARSSEI A,

EX A LR, SEROE—TRIFRIBRA =,

2.4 SEROB AL XA

SERO (Super Zero, BER%) SEKRETEITIRENZTIREHANIZK), HIESLH
BEARRTEEERSVNRIMFRIPHOXIRERS, MINAHXKIRGERMRIPERAMEL, SERO
AMYBEL M MK E R ZE BRI IRIT, EEELMXE R TEFRIE ES LM LAY
FARIP, B9, FERBEBEEEETSERO-Chain LHIEREENRITHEBEFE (Token)
HESERESANBNEREEESRFREIRMLLZRIF.

SEROEFRIT T KRELMMZREEMNN, ERFNEARIFIOBRCEEESLIMN
WL, MUERMZNNBZRAREF TR RPER, FRRANERARSHANZKINZS
85, DR THAPRLSIENIGEMEE, Rtz EEIERMIVI.0RAR, X
&7 BREINIZKINZE AN AR, ARFRTRFEEERNAFER, A TITERE,
BRUEZ5h, NEEME LRERERKIRERS, SEROXNERTENE RSN TN HE
FHER N BNEMRIFIER, EEERZRSETIRKRINZE,

EEHIF—RIE, SEROHEIARNMNZRE] T ZHOMEN A SAEENRARIFERE, M
HEMMNRZENAE, 1THIMRYREINE LR E AR KRR M 4t R IR E
RMEBRA R, AIMESHOMINARER, SESEREEF R BN BEEIRSEARIR
FAPRIFIORE

ENGREERARZH=U—ANEEEHMM, EPFSEROZFE—TATRMAIIE,
HMTIENEM D AT

S (Alien Protocol) : —MoMIUAIDNSRSE, FIMUFIRIBHIP2PRNERE(S
2, BERIPE=NIBRMESIUNINGE, MBGEEER, FEMSUEERRNSEZ TOREN
Z%.
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HMFZ X (Castrol Protocol) : BT EROMEWNERY AT, SCHXSIPHEAYE A {R
1P, AIRERHEATFHROMEAEROME R Z IR S AR FARIF,
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3.1 igit[E M

IEANRIX AT, WA MIHFENEROMEMNSIRMERIFRA, FiRBIREAROMCNHEE
#a, TEERENEESUNMTHITRM R, £ERSNFRITHMNERS, BIM4L
BN/ HCREXREL, BAFAIAN, ARRTEIOXREME R, SERORIRIT, £k
RARBENFTXRNER, EI0HE L TEARRRN,

AERRYE, XRENEZFNE—EXZHERMANG L, WH—F, MEET TR
ZHBRIHE, EXTELAMIRIRMMERNRZZME, MBS FIIEEER BERESR,
PALEHNR . SEROBNIRITHER MR 5 Z BRI, (EXETTIERTT.

AAREXE, XREWEPETRPHSEE SRR, —BEX T IIRESSNAF S
foREX, B4, ENBHRX IR ENMERS, #EXRKIXTEMH L, it —YIrAT
NERETER. BMERF A MUEIEFNRBAHAENEERE, 8RB AHNMERSH
REMBVEEZ LTI LAY, SEROBI MR A FEREU R ToIEM R EX

mgitoh, BEXHPFNTHEESITER, WRXREMBEHNRSHIELZBEE RN
XEFITHT RAUKEXE, BEXNDIRPEEIERNISIT DM, WA —E LR B XLt &+
MR SZERTEMTERFITA. BMERRANER, EHIEEFSRMRAEET RRA
&, WIMGITDITEENRZ T, SEROFZEBIFAFEAFGHU AR i 2 BRIXARTE
fRE o

SCAMERN, SEROEXNRZEFEHITIRBNEN, AA=—IRMAVKEAEREREAAN

SEEA, XFMEALFTAEBITHERM[ TR, SEROZREAFERNERIRARESR, #
1T ERIE R .

ENETAR, NTEERNERNBNBTE, BPAEFEE — 1T x2EHNE
=AM RERFRERZHTVSHENELT, X, MAIXAIURLHIRE, REETHLTFHE
=H TR AIE RS B RMEEREET.
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EE—HIRIT YIS, SEROBEIIFRREZAMNAUEIR(NIZK), 351K RV A5 K
RGWPTHTERBER, BFRTRENA, EREMANXERBATTES AL, @,
RANZEREZ EGTEESAURAASURITRETRHERTEERNERYE, SERORIRE
i ETITRIERESYN, REESWAMTENRE™S5SEROASNRZIFAR S, ILRIINE
BESLUFRT=E R IFRRAE,

R BRI, NTEBRBSARITET SHFEK, BIIKELZ LIETERESY
RE R H—M2NREBIENRBEN, BN RERE FXMREESERTITE, DItk
RS R1TET D ERIINEE,

ER=HRTEIR, BASRAENFTHIFIRNG], RASEROMEBNEILE, [,
SNTEBRBSAASITENNRENX, BMNSHEEONETOENSG MTEMZ CIRUEMm T
S8, & MIERETHCENNNERE, ALALcERINNEER, SXTERREREI% L
i, LN RRASNERAITENENIUE, MBEEPRESNBEESNESEEAN, BT
AAHEXERREMEE NN IFAER.

3.3 SERO{#iX

Mk Z& 45 (Account System)

kP2 AP AESAKF MRS, B, BRIKFERFIEE—T 32 byte Y
Seed , MEAMRFIRIERFLREBESANIMEFTEN— 64 byte Hittllt, MELE RS
H—. FAIEERY,

AP K RIBAF= 4164 bytefIFATASK, F1—1~64 byteRI N 4APK, 12/~ AT E R P AT 7R3t
Ht, AREFEFEAEESANN R, BESREIINBERERN—TEFUPK, XTE
Fithit AR E A A KRR AP B AR, AERSER—IX,

AEERESAREKNI R, BESREIRIER, KFEFUEN—164 byteRIEESLY
ithilt (CADDR) , ST RULRIbIES, FERRSLMIZIRE HINTRY,



ZSK ZPK >
A A

L Y

X3 > vsK | »{ VPK

Seed = New(Byte32)

r = Random(Byte32)

ZSK = BLAKE?2B(Seed, ZSKADD)
VSK = BLAKE?2B(Seed, VSKADD)
ZPK = HASH,,(ZSK)

VPK = PUBKEY(VSK)

ZPK.= HASH . (ZPK,r)

VPK,. = ENC.(r, VPK)

r = DEC.(VPKr,VSK, VPK)

TK = (VSK,ZPK)

PK = (VPK,ZPK)

PK,.= (VPK,.,ZPK,)

Seed@WKFH#F, AR UIZERE, SKEMH, FAFAMNEE, ER(TK)SREH
#H, AMRHEARENE=ZSREKFNEIT, PKELAH, REGEMAFRZ Binit
ik, (PK)EEFHbIUL, RELEERSN, InhdAREKE BRI,



A #Si(Assets System)

FNERAFPIKFAERERESNK,, ETHMAEEERMIABTNRENME, RTRX5%EH
EHERFASEROMASS, B—MERTEABIRSEROAGZERNR SIFE, PRSEROM I, H
RNZT P HEREN™E, SMETETERNERN, AJUEY—1T&RK32 bytetk B
#(Currency), BTENC, XEBMEEAATEEFERR, AR HITRAT W ERIKE
R R, PIBAIRESRRE,

WIER S (Witness System)

SEROMMY K AIER EEANRIUEIA(NIZK), FEAEKRZ SR, BERMESIENIIE
ER, BT TRSRBEXLEIIHEE#HTIRUE, ELt, SEROESXAmerkle treefiF—MEx&
RESTENRIERSE, RAET SIRHIGUEINEE, EEEIREMAMEFENEER.,

ROOT = MERKLE_ROOT_AUTH(POSITION, LEAF,PATH)

ROOTE 8] merkle #B9IE, LEAFRZEPOSITIONE ¥, PATHELEAFZIROOTHIIE
BHES 1R .

HEBA & 43 (Proof System)

SEROMIEFARZIE & — T E T A QAR ERIITERLR, AMREARSEROBER ZHAIAER
R, ERSMETRENBABL TS, AARIE. FRNBRIE. IERNERIEFHT,
R IF IR RS ] OB JE R B FRIIRIEA(NIZK) & L — " Proof, @i 132X "Proof, B]
MERBAEATEENERLT, T RYBEPRBNZHPS A RHAITIILE,

S0, = HASH((SK, hash,, i,)
S1,=HASH,(SK, S0, 1,, ziy ,» 21} ,)
S0, = HASH ((SK, hash,, i,)

S1,= HASH(SK, S0,, r,, 2l ., Zi; )
R =RANDOM(@32Bytes)

COMMITMENT,,, = HASH,,,(C,S1,, VPK, .., ZPK, ... OUT)

com



E =ENC(C,OUT,R,VPK)

COMMITMENT,, = HASH,, (C,S1

com in®

VPK,,ZPK,IN)

NIL = HASH, (ZSK, COMMITMENT, R, VPK,)

TRACE = HASH,,(VSK, COMMITMENT,, R, VPK))

BALANCE_CHECK = CHECK,;14,..(C, C0,C1,Z1,, Z1,,, 20, , 2O, ;, Value,,,, Value,,)
MERKLE CHECK = CHECK,,,,(ROOT, COMMITMENT,,, PATH,,, Value,,)

PRIMARY = (hash,, ROOT, DEL, COMMITMENT,,,, 0,,0,,1,,51,,1,,S1))

our’

E,PRIMARYEXR ZHFIAFEIE., hash, 2/ lhashiE, BXRBIAR ZHHAIEMInput
FCodeZ IEHilY., ROOTEHNEIERT bmerkle treeBIROOT, (NIL)EHEREFAAOUtHY
32BytefiHash, TRACERZIRIRR 5 FARU32BytefiHash, ERARNEX F—POutZ2H—HK
. COMMITMENT,, @AXSEEEE, 0,0,0, eRBBEFNHEMARLE. 1. RRRR
SREEL M EIRNES], S1,,51, 2R 5 AEH#EIREIXEkhash,

M 1T (Process Step)

1. 178 (Compute), AFPXRAIKF . &, MIERARMER, FREIBFAFINTE,
REMALUE, AEE# FETITEANSIER, SREY LRI T RIVEEMIREEER
BEX(E)M—"MLERR(P1,P2),

OUTPUT = COMPUTE(METHOD, INPUT, ACCOUNT, ASSETS, WITNESS)
(E,(P1,P2)) = PROVE(OUTPUT)

2. I22X(Commit), FFIEERIFRIZ S (E)FMIERR(P1,P2), IN_ERENLE AT FitbtE
(ZRPK,VRPK), &N H(Stx), RRATR.

FROM = (R, R,PK)

STX = (E,P1,P2,FROM)



Commit(STX)

3. i (Verify), TTATE I-IQEUBZ%(S'(X)ZE
5%

BEFPIEINER PR HITHIA, P24
IEFRRZE, MEMALERESIZITERESY i, &

| % a4 B R EA R E Rtk F
witness_ret = CHECK_WITNESS(P1)
proof_ret = CHECK _PROOF(P2)

verify_result = witness_ret & proof_ret

4. #&1IAN(Confirm), B EEHERTEREKIINRS(St)ZE, FRHBECHMBRS
REN(E)#E L £ BRI (D), 745 BA X (D) FIERR (P4 AZINERR R Ze R #7488, AT BRZZ
ZrEXN, EXNRZUWRBENTXRHAIT THIA, BARZEEAAMNANRERZESR
A,

D = DEC(E,VSK)
commitment_ret = CHECK_COMMITMENT (D, P1,PK)

confirm_ret = commitment_ret & block_confirm > n

ZiRANE, SERONHUTHREFMINN, MR XHENSEMSHRNmRIER, 7]
A% #5“SCIN A &7 PR —RI =BARNEER, EEEA RIS EWRIEAR R/,

EARTLAR S

ESEROER, BBRZ PR EINZEN, IFRZWNAHNEEFHAR. K@, FZ-M
X, RTFAT. RAEHRRNRZ BN AN D EESL ™ ERE T MSEROKFRIZE T,

ﬁtgﬁbn 'J

SEROHBRBEELUAETATITE, HENSMAFNI AR, LB, AF
AN, BRI ESBUTBT SRS B NELSHIFE.

SEROEREESANRBUKIFERESNIES, MR IRMUKIFREIB o IEEES YA UATRNER
FLESERO LIE1T.



L LTERE™

BB ERZ LERBTRITHERITA, IRITEFHRENMERFAR, #
BEBE5SEROABHFRNRSESE, FINBERMRZZHITLIE,

LTERES

LEESABIEREL TERETRITHERITA, MRITHNEFHENAHEFAAR, X
ER™HBSEROASRFANRZEE, FINBERMRZZHITAE, BESOFELEM
REAMSEL £, STE=AAAN., ERHZTHSMEEUERENIZRER,

L TEESY

BEaUREL TatT, HEHNRANEoAFAR, FIRTEFHENHEFATL, XL
RTEABSSERORSHZFRNRZRE Y, rILABIRMNIZZHITAIE, BeESNELE
A AMBEE L, WFE=AARAN,

3.4 SEROHEMNiIz=R

[RARIFEE T ASEENRZIER, SEROEEANTIZNERIR, AMmAXaALL,
SEROXZISHARERITECHERNFNA M, EIRSEROREBFRE T H T AEINZFTESRIR
B, MSEROMEREESANXITEXREE RN ST RBE, FETSEROKITHERIFNAT
MUXRR—MT TR, XTEARREBZSERBEI TSI,

BT R

ERETRETY, AFEAENTLAAIERE, MTARBEIETISR, BRZSAENRE
MRIFHRDNFIFE+ D RENZENEMRIFES, PREER. B&. RRAS. EH
nEF, BERLNKRIFARGRIERZSLTHEE,

FEL=EH

FESERATFHNESZHLSH, EMNRRERIFEEER, BEFNmIKE MMEEHE
], THEXRUREZMXESIHRMN . NEEXFNRNERANIEEZZSAANBEIMN



T, MNEFIRERLTEMRRT RRERNF =OR, MSEROFATUNRHE—ITTELRE.
M. AFHERMNIAE,

TELLTINAE X Al

ELERNRR—EDRZRFOMEENTIL, BIEERXR, B TESIUNAYLE
STFNFNEMRBETTEESEZTERLFRIFN, X TEARERVITLS, FEFE—
TEEBIRMEZ ALN. Xt E8, HEAR RN AFEETMRERR, MSEROTEHRE
XEFRIXEE,

i 33

BN EECNERES, BXPNRFETERMER, ME—T28RITHARER
SRERMEM B F R HTHE, BEARNBEEXETR, MERRRESH-TT K,

FLEABENELEREETFEE-— TS TRE. KHMNEFNEMER, AEETERESHN
RATHRE, RRNEERMRZZRGRT (FREFNRSZTEAFMEEEAIRER
7) , MEASEROEM—REMEIZEMEAREETRSERESARITAE, HRMRZE
HIFART SR,

EBEESHID REFTHFNH, OPRBFETRLSBTI, WRERITI., BFREE
R5. BERG. BFHETRE WEENAIRFNF)  GEETULSE, SERON T XTI
EIBENMIZPFEEAATZENNARME, FMECUFTSENETRBMENRARNTER, EZFH

T SEERIMNB R HAESELL

3.5 XRTFRXREAXNFTHMIRIUM(NIZK) [ 1% gL 1€

ST RANZKARHOXIRERSE, HuIRARIAME LR 5™ IR (Proof) AIAY
BRE, FENE, XRZBEEEHRETEMR.

1. BRI E R AR{ERARAENzZKSNARKERLHINIZK, REEFRALT_BN128HZ
FGroth16TAMEITFE, X MTFE ALY EZcashiIPGHRI3FRAME A = )8/M/3E Az E (8],
BIAYE A TIAImerkle treefRE R BUEH4E R, HREIBEMAHITIEL R, lFFEE—
MR SERI B BRAIBER{K, 2R zkSNARK EE—MzsHEZENITE, {ESERORILI



AARAZNSHNWEITERE., AL, EMEREIST, zkSNARKIMYZEE#H ESERORITE
SKAY,

2. BANAR T Zcashax#BA Rjubjub, HEIXKAMIINBLS12-381#1%k, NUKRKH
Twisted EdwardspiZk £ 2 58, pedersen hashi#{Tmerkle treefIE R, XHFEZR /DA A4S
M ERARSGERIRE,

3. Bulletproofsth B+ BBt EE LA (WMt 2IIERYMEEMNES) , WA
RE T iEMEE 24 (EC) AN $AFIPedersen commitments, HBEHKIINEIX A@z—.

4. ZkStarkhg“BARIIRHEI 26 T BHSOBEBE, B TRERS. BYES
MAEIRNEE, MIMUREHIITEEE., JOERE, SRESRETE, ERRETit
BIE,

SEROFAZFA 7T EANMRIUEAXREE R . RABBIFEIIETestNethRAIA KBS
zkSNARKAYC++SLH FElibsnark e i# 1TXI L{E, {BfEMainNet L&Y, FI1EZEZER ZAI
2R LFMINIZKIMY, HEERERESLTEMRFNERITHIINERS.,

3.6 HFihut

ESERORIHE LITEEN D, BATRE T EHF M RIeFAESE DITENRH Bir, WRR
AERBBAVERX ML, WTAERIEREHMIVESS. SEROXNXMIFRRHEINA R
=, APEERXTRERR, MERNMRIREMEBRS—1F, SEEBAELREZH,
tb—RBERZ Z BN, FTAEH, ME—BRERER, XTEFBIEMEERKH

21 .

3.7 KRFKit %l

# TTEHESMEEESY

EX EXNERSANESMBESENRISERFARMER, F1T%F2019.3 %M %E]2.0hk 4

FISEROF & L., BEIB(BELLE 7T —fM@Ed i LM MR, FOHERE (IMERLT
BETERESUREERING]) SMHEENEE, FirllT6TRARAXIIF,



BEMEEESNA

SEROMIEH ML BN A BRIEFIEAEFAHS, HitklF2019.351 EX 5%, BHF
SEROYIFHFAZEBH S A 1TTokent45 M, SEROMEEIEES L IFSEROB 2/ Token AR FRH
FAEEFSEROLITToken i3 N IR LR EFNERE,

ExFnFE IR

BASEIFEANETIRA L RETNHLIRNEISE-Random, H&E T &MPBFTIEIEHIVRF
BIRIITRY— M BT BATE ST SR AR A IR F

RIW=S1F

SEROE® I RE, DBIEFEF MY  (Alien Protocol) FlEEFEFZ X (Castrol
Protocol) , RIERME—FMOHNANDNSRESE, B EMNF AN TIMNEZNIREEITHE
&, BRENXS T SRAIPHIUSCIRINZR R RIE, =(—FF RS2SR OMCN BRTAR
PRE,

REZHUE

EAFZIBAT, 2UEEREESSUANFROHREIREIR, WA FEIER, =),
iR Lin )@Y R 2RI A IS ERIRSIREERZRIREFEEENE=7 ., E2E8H
STMMmLRRMER, XEWMEXR, EX 0@, BRNZESHITREEBZE R FR
BY,

SEROARFMEEERSIAREZHITE (SMC) , MMERFARIFPABIIRE T STHIXTFEME
PRI 23285,

SR

ZHHARZESEROAIY RIEMRIA T E ., SEROWEKAEMUKIEPlasmarItl#l#TET %
BHERNECEREY . KBPlasmafyZATITENG, FI{ESERONBMIREEFIAZ!
WEKF (FIREEET1Z) . MI{ESEROEERE LEXU A RIFIOMUERRFIVEES), 1ESERO
BRGEERNZRENEREZR O BIAIR.



BOE 559 E ik 1E SR

fR 7 RRFARIFEINLEI 2 5), HEMERMEFFEATEBEANAYT RIE, XN THE—
PTLHNNAFEESTOEER, SEROZS|IANTRANRN ENEEZRWHITIEE:

o AHIR - FHE—MEFHHIRNFISE-Random, EEE T &IHIPBFTIEIEFIVRF
BIRIRITRY— MBI BAE ST SR 2 R RER A IR FL

* Plasma - @—MXUXRE FITENAIN, Eplasmaf, RBZXRGEHS AL
o, XEZS5ITE, MMEMXRENELDT R,

o BERNBANEMIN—ARNMUBREEVMINEREE, MEBRONYT BE, AHERRERS
LHVEMAGH B IERENTF K,

° UTFERERED HANEMRIIL,

4.1 iR H #l

SEROTEMRZRILIRMEN E, BH 7T BHSFEHHIR5|ZSE-Random, SE-Random
Hi05| 2051t B RS R R — R IRFRAlgorandflOurborosifE &, REEUNFT 2R
DETTEFHE, BDXIRENE A D XEERERR/), FELILEF RN B,

TEIEIA—TFSE-RandomitiRay AT .

SE-Random{& A 5 EMIYBA* (Byzantine Agreement) E—AHRZHIAMILIR, B
T M, SE-RandomfEA—MEENBEETmAE—ItAF, RAITAFECHh THRESSHIE
o, HZ5BAMYPHIRETAR. FLEET, BERFPENIEZ, BPBAXIRASKIR

aARINE
X IZo



VRFEER{ERA

SE-Random*iR5|EEFVRF (Verifiable Random Function) E3EENBENIIET &
EFEEAM ., VREEMEN AL, MBEX T REZrIIIUERY, BlR—IEFATAX EERERFTT
ER, RE—TEEERAUBEBIRIE, XTENFEENIENFIRIIZBEE,

VRFH B R RIERIZE:

1. JERBBE R —X248, PUB_KEYF#IPRI_KEY, PRI_KEYZEF\5A, PUB_KEYEERXH
NG

2. IFERE M LN R result = VRF_Hash(PRI_KEY, info)
3. IFERE 46 £ FEHIEER proof = VRF_Proof(PRI_KEY, info)

4. IFBRE 1 PEL 45 R A AN IERBIR A LR 00 E ., B EiitresultFlproof & ITEL,
HILE, #ANT—F,

5. IEBBE R PUB_KEYMinfolRRR A MIIEE, WITEITE
VRF_Verify(PUB_KEY,info,proof AR EBBNTRUE, =TRUERNEENIGIEEIT,

6. Ub @I B AT #E S Hinfofllresulr2 B LES, BMIEPAIIEE LIV HELEIERRN, EE
TEREPINE R B ZRERERITATAPRI_KEY,

BEHLFF (Seed) HRX

ESE-Randomiy—£Eitt I EZS AR F (seed) , LEWISE-RandomAyinzZa
Brh, FEMBIIEFEH AT F, X seedBEBILS 5T Rk, X AEEHITFIZEH, SE-
RandomZErE &4 seed2H E—[El&r-189seedi@ T VRFRIAE . X FFIERNAIVRF
IR B SAES MEIR B, —BSE-RandomfEr-13A0IR FiA—3, HUritFaZE,
B AHENE LA AN A seedr . #iaHseedONERHIBSSE(—EBAZITTR
HITITE, BRN—NEXNTTETNN M seed, Xi¥, seed N “FHIAE” TN, tHAE
HIRYA

B VRFEEHTINF MR L IEENTE

SE-RandomRMNZEMZE 7 ERREETHPNNERZZRFNENFE. RFEEE
B ENSEROMIRA—MMIAMRIZRNS, AMETTT RBRENERISEROMWIEH



BT, FIARESMIOBNERW = Y, — , FEMRTRHE]MIFESRENSERO

M, MHRAUUTIARNFTRNE NS5 METTE, MEREENENMYRE TR
HFEHLFF ., EBA*IEXERT, SE-RandomE T HaiseedfZE—1VRF, VRFHIFATAR
BEHTRECHE., 81T TRABCHALBAEITASG AN EZHAITHE ., RSGRETR
EE BT R E F{ESEROM I LL BB IR ISIE T .

SE-RandomFBFEIEEHE, AMIARIIET [RAVTEAEE ., X TEREE R ElR
p=w/W, ZW (ST RNE) RFEFIETR/AORRFHE Mo Mm:

W W
B(k;W ,p)= ( K]p"(l — p)" ™, where). . OB(k;W;p) =1

HSARNIETR (E8FRIIETR) NERSENRELANEEHREEIAREN, mEE
ERXEI0,1)X D N ELEX E R :

; ; +1 .
I =[ZézoB(k;w’p)’z’é:OB(k;W’p)j for]e{O,l ..... w}

SR BBIRIELS K Jghashlen, N5 hash/ """ FEEIFRY B, N SFtAE N EE AT
FH R, EFRKNIET R E A LAER 2 #1TVRFAF LI,

EEINEHZ R 7 AR
1. BIET RARIEAN (1158 SEROM AV ERENLIE N TIIEF T =
2. AHET RILANBRAETENEESHIEFR, URIZESDTFRIET R,

ERENLIE R AVIENEE T R #EITBAT HIRIT R

WP R (BERFINETR) EMENER MERAB KRR, BRMNIBRMEIETRE
IEBA B SRIIEE RS, I TFE8—TREAPNTR, EHECHN AN seed#ITER, Al
HREEEINBCHREIL. BRERERVERRBEILZE — T RBIKEN2560FRFE, FE
TRINFIEASEE, AREFILEFRENTHEIYIN, BEFENAVEE—HEREITFST R,
BRENTS T RNFEIHRRF AR #THT, BIFPRDNRERS T /REIEANST R,
BING T ReBdRENS T RESETBI A HIZE £,



T RAMETR—ES5EHAREMYBAIIEE, EBA*MNE—TMEMTEE, T
REBEIMANIEENNAARBUIHEE CRSHAFE ST ENEZATH. BA*Z—T
MM ERBIIRZEANS, B—ME, BETSRNRERMREXRETORAR, EEEEHIRE
SRMRIAXIR, EZME, XYE—MERAIEHAERIEKIRIIT ZoFF O EFIRT, BAXHIRER
IEZ5HIRRME T RAT2/3, MRMBINEHNESAEREZFMG, BLAFEHRITSIXME
iz, REERSE5HIRNWIHRART2/3, #MEEAKIIR, BA*HIRMNE NP RN
T R TIRE S E TRt R AR IR FIRMBINERE

BA* SRt BT

BA*NE—FPHEHBRAMS RGN ZH, TEERAT:

\

1. £ XIR (Stepl)
1) TREEECRIRIETRE .

2) HERE—HEER N =(8.556 (1 (8)).0")

3) B fm"

ey R 0o [ BIHE: 5 RERETREROER; 0 RIEALA 0.0 M
NEARERES; HERAHHE: o REINES 5000, RFEBTEET 0.0 WIRIET

RES
2. DRFFEIRMIN

X PMPBEEEE— TR LA —E B A ENR MELEN -, IR MERR
[EHRETERBSISE T RABPINKTE, SHONITTRER, BIZEREIRAER S
IFMIER ., KIRKIRFIRDE SRR SEBIT2/30(ks6 (V)02 ) HEEE, WMRE, NI #Hit
TEXR, WMRRE, WH=R, WHEERTREY ZTFESEFIR,

3. ZcH AREFR

EXBIET KRG FIRT D RIRMNR B E. ZcFAEFIBE— T =5rI1EHN, 10
IET RSN RRING EHITIHE, BRGRE TAMMEREY, BIXREANEXIR
AEERDRE2/3NRELRE; MRXRAGTE, HIRRASAHMHEN —TZEXR, BT
TR CBRBEHFRIIBTIRLRE, BIIFRE—THEARDBEHHEmM, WAEmERZHAIELEENE
—NERFMY, HIRRAATERNEREENHIR, AEREIREF (FE/LE) FR&EEHIR,
ARAXERENR S,



SE-Random#iREEN M FEFLIF N TRHIRAIE. ENEEERL TAEEMRXRD
X, ENEHEEZFAT, RiEIHMEEERIRAEMERE T IRE FIAEIRLHIR, SE-
randomB] ABRSEX MK HE . BFAIEN W&, Nothing-at-StakeX . mEKNGEEFZEREHA
. BMESEROMAIAF BENZRIA LT R, SE-Random#LiRtB Al {&BIVRFALHIIRERIA
REN—ERVFE S REHIR,

4.2 ¥ FMN &

Plasma@—"1E, MseHEESLIRITRIESR, AINT FREIBYVRERVRESEMN (8
KEIEM012ZR) , EXRE EEXFEICEENNAENEZROMERNA, XEEESY
BT MER 5 FERA T RTENBUEIE, RERHTRENXIREREHRZIRERY
RE

PlasmaB ™M MO EB DAk BHRRE XRiETEN—HMapReduceAEL, F—rlik
A, EMFRIXRE E, DARERXIRINERINakamotoLiR/RN, LI —TPoskIf
R ELH

XMEES AT EREEESY, (AT, PTBATEEE DagfARSaHiE
Plasmafs XIRiEgRAE N — TR D BEN, BE—TXRENA—TMIURD ST, EHAE
ETXRpERIASE, FMAMapReducekYiTE iR EIMerklentby, 81T = i smHl4E XK T 14a90K
AMERIT BRI FXR#EH, XTiEFEIRENEERRT FRIFK,

Bz RatFE BEENEIETAYE, XRMNBWERE—TIFEE RO, Plasms
BT XA (e RVIR AN FISRERR 7 XM a), RIRBEIE T —MEr i SEa95aH R TE
HERVIERR 1AL,

(B B HA MRS IE B ARG HIMerklellE BRI B2 £ 5, X RF AT BRI BiE, B
BRGBAFITEEZ., PlasmaXxiF 7 AMEE RO N FANIFEIZTT, BN, EZRY
RUYEB TR VB REFNRERAARNN—MIBEFN— BRI, X, — 1T R5H—
TRBAR—TEZHFNRERE ., PlasmaffiX5—1MapReducetlEZR4 S, EREAZH
EHEBESRMETTY BAVITERSM,

XMWEDNARFLININZ S AFERE, ARFEECHITHITESY, ZMUFT—1T1
T, (BRPlasma@zT T — 1T EFENXRE L, AUARKARESRXRSEMNAEEREL
BIEN NS (BMERERNFAFNKA) , MRAFTEESHRIRTEACIFENDERE
B5RHE,



SERO K FiPlasmaiX HFRINLH#HITE T S A RRUEEAVEREYT T, XM SHEHAFITIT
BAlH, FI{ESERONBMNSEFNARINMS KT (FIESHEET12) . MMM{ESEROEERE
EIRBRARTT, ARSI aF O CERFRIABEET],

4.3 EH#HIM

BRIAKIZES#E T REF &S, SoliditylBStEEM T BEGHNF AR ZfERRY
BE. BEitt, HIIBEESERORFHIREBEVMIYFER I,

EVMEIIINZ2EMURIGNEM AR LR, MKIFR—TInERNXIREE, HEIIES
MERE—N, REEEDIAERZEREEIRITAEMEIEENACID (Atomicity,
Consistency, Isolation, Durability) %51%. BIFEAKSETMNE, — T EESAER, |
BES M ZPNIKFIPREZEMN, XERSTAERRIN—NHONIYEES, BIXERTSENE
LRI ERE, BEABARE., B2, SEROEEZEZRIKXRKEINYT B, HEHEFRKEER
REMHEMEERNER ., B TIFSERORRIE M IZIT % EBASE (Bascically Available,
Soft state, Eventual consistency) IBZHNRZ—HERE, FMTELLEMNFRAMEVME
WAL

EBASEEZH, EAXATARERAATLIMATEINMER, RIFRKEOTBME;
RSEEATFRARFINBIEFEEF RS AT P EPRSHEEFAEEMASZNEERT AN
RA—HMRIEMENHIEEEX, E—BINENEY ZE, =ZEEETSIAZEI—EN, FACIDER
SHIE—E4AEEL, BASEIR @I SRR — N RIRE TN, EREASIRE—FIRE.
X XREMFE LXHIRT L, EXFRAEFHTESBASEE RN, TEHAHEACID, At
MEVMEHIZIT N EESBASEIEX B EE M, HHEELEE LBLEEFRMNEVMEJACIDIRIT,
SRARIETIHEEERINAIX ™A EFHIA,

H5, SolidityIBE —EHRARRHN—RERZIMEFENSST, LR TR HIXM
ERRINAEE, Solidity iR BINEERH LT REEA. £lOpenZeppeliniXFRIIEMH T
—EERE, BEETEAEA, 1552 SEROMNXIREEN AEERRINS RN ENZIEE
BIEE, LEAZFANRIERMIN. REARAMBEE, SHEDES, MSolidityr]IASE XL
MARNIBESHE, XEERBIHRFNEANative H TV, UBIMBITIHRE,

HESENARET, SEROBRELEEITEFWeb Assembly(WASM)EIREHIIIZ (35,
T — AT ERE, FHRHITR T Solidity/NEESIIES, tAIC, C++, Rust, HEGo
EERSIEMEANRTEE, MECardanoli B Ai&iHHIELERILH AR, SEROKE
SEEIRHOOR M EMN AT RIS, ELERLLVME— S/, SA2RNSRESHEES



NENEAPITRS —. BRENFE., BUIELEELAL, FTAIESEROMASITESMENSH

iE=S,
4.4 miEFitE

BRIXRBAS L EEFRANIENTMIIZEZZEE, EUETRBUNEF 5 EEBIIRSA
BEEETFHES S0 ERTNECCE X, B E FShor&E iR IENP o BAZS A P(g)
A, MBS, SEROFEASIRIEINE#AENZE FIHENZAMNARENS|IAMET
TEENEENINZBEE, ENETFRINZBE RS (Lattice-based cryptography) , EF %5
BREREB AL (code based cryptosystems) FMZw&EAS (multivariate cryptography) Z;
HpETFRBEAIMNZITINER., €8, BRHARRESMEIBRASR, BRREFEEFEEN—
SEAHM, BN, HMNEENETEIFFHERZ ERIREA (Isogen) . HIEFE RO
(conjugacy search problem) F#&f (Braid Groups) HEX[AEFIRITHNINEFEBRS
HBDGIAR A RHAITREILIERR.



SERO

FHE BN EFRE

FANRKNRQUBTINESRER/LXETEEEE, BREEREMNI.ONCNNEA, —YIEER
FHHRZR, MEARBREIXRIEARPMARINEDNRN, —HEERARDEEIFHIRN,
HREDBNTRPEZS TE (RTL/RMK[IFHIR) , MEEENERAN—IARNTHER
EHEEBRNETEEREN, ERZBEMBILFTICEE FARRITHREZELZHELY
R (BIETRmEmAIBEEAR AR TR IE) , XN TR FERBTTRNBIRME X
M™MEZRRZ RN,

tEfr MM EIPOW (TEEIERR) FIRNG), HUATTEAE 7R FICIKIN MRS LC
MEMIANEM T RS5HIR, TRE— 7 AR, HITAATokenZFREZXIR
BMENZ ORI,

FRT [8) BAFE T[] —tokenE B BERR/RPT A IR EIT1T HRUEBIE)RE? BANANERER
2No, MSEAN LM LBEEMREBNToken, EEMNEAFERAE/\], BRRZS—N
IR RIS FENFIRIMEXREAER, R MINZEEHE_RHiZnEl 25
EE]EER

MAXIBZETE—MEELRNG, RTFEEEAFLRERITECKToken, FHERETH
ERNGASTEASASTHIRMA, BER—T7 HIRMANITE RN, XA ERERHIRRAST, &
BIRIETokenFTA TRIESRKEABNMESN L, EREZEDEBITERENRASERAF
R, WSS ARREURL LRITERC20NAMAT T Z W& BRK, ARDBEARIR
ARG EX M RNEEE X,

BANEIRITENSERO-CHAINFI BEIHFIER T AXIFRIIX T INEE, AIAEER, @idsEL
FTRETHIRNR S, BRRNIFEZERFRCASHRE, MUK LRSZIEMECAORE 1, it
11T 7 FHFHIRNE, XRERMETERER,

BRIRTEFIRNAEIGASTHFE R LAZBE A ITRYIGHZ T, (Ed—FTokenBIMMEBUR T3 £32
SNEMAAE, XERARRRFETNEFHMERE. mHHEXASFZM, XML HEFRN
HhALAR, MBEHEFERRGERM. RSIN@ZIMER, BEBITIANTRER
17 TokenA] AE B BRILFTRE, XENMSEROMMAFREAEITIE,



IRESEROAESHAE, MAENER. RSNMEAE—TRX, HTXREFERRE
— PAFRNMERETE, BEFENEFTHINRTSERETRSZME, SEROMMERS
FABIER, WEXTAE, SEROMIERATFUTEmAE:

o 1CIKZERD;
o BATmAER (MFERTRMMGNNE, SETEEFZHNEHE)
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